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IT Security Policy
	This IT Policy was reviewed and amended by Ian Bowd Year 4 teacher and Systems Manager 
	July 2018


	The policy was initially reviewed by Dave Watson, IT Link Governor 
	July 2018

	This IT Policy was approved by the Governing Board
	July 2018

	The IT Policy will be reviewed every 2 years, or more regularly in the light of any significant new developments in the use of the technologies, new threats to e-safety or incidents that have taken place. The next anticipated review date will be:
	July 2020
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This school is committed to safeguarding and promoting the wellbeing of all children, and expects our staff and volunteers to share this commitment.
 
This policy reflects  the commitment of the staff and Governors of Dane Bank Primary School to promote equality. We will work to ensure that groups with the protected characteristics of gender, race, disability, age, gender reassignment, religion and belief, pregnancy and maternity, marriage and civil partnership and sexual orientation are free from discrimination and harassment. Our school will endeavour to address any barriers which could lead to unequal outcomes for identified groups.
Dane Bank Primary School Information Technology (IT) Security Policy
1. Introduction

We are managing a significant investment in the use of IT.  In many areas of work the use of IT is vital and must be protected from any form of disruption or loss of service.  It is therefore essential that the availability, integrity and confidentiality of the IT systems and data are maintained at a level that is appropriate for our needs.  
Sufficient resources should be allocated each year to ensure the security of the school’s IT systems and to enable users to comply fully with the legal requirements and policies covered in this Policy. If insufficient resources are available to fully implement this policy, then the potential risks must be documented and reported to Governors.

 2.  Objectives

Against this background there are three main objectives of the IT Security Policy:-

· To ensure that equipment, data and staff are adequately protected on a cost-effective basis against any action that could adversely affect the school;

· To ensure that users are aware of and fully comply with all relevant legislation;

· To create and maintain within the school a level of awareness of the need for IT security to be an integral part of the day to day operation so that all staff understand the need for IT security and their own responsibilities in this respect.
3. Application

The IT Security Policy is intended for all school staff who have control over or who use or support the school’s administration and curriculum IT systems or data.  Pupils using the school’s IT systems or data are covered by the relevant E-safety and Acceptable Use Policy(which is an appendix in the E-Safety Policy)
For the purposes of this document the terms `IT' (or `IT system'), `IT data' and ‘IT user’ are defined as follows:-

· `IT' (or `IT system') means any device for automatic storing and processing of data and includes mainframe computer, minicomputer, microcomputer, personal computer (whether hand-held laptop, portable, stand-alone, network or attached to a mainframe computer), workstation, word-processing system, desk top publishing system, office automation system, messaging system or any other similar device;
· `IT data' means any information stored and processed by IT and includes programs, text, pictures and sound;
· ‘IT user' applies to any member of staff, pupil or other authorised person who uses the school’s IT systems and/or data.
4. Scheme of Delegation under the IT Security Policy

The IT Security Policy relies on management and user actions to ensure that its aims are achieved. Consequently, owner, corporate and individual levels of responsibility for IT security are clearly defined below. 

4.1 Owner

The owner has the legal title to the property. In this respect, all software, data and associated documentation produced in connection with the work of the school are the legal property of the school.
Exceptions to this will be allowed for software and documentation produced by individual teachers for lesson purposes – this includes schemes of work, lesson plans, worksheets or as otherwise agreed in writing by the Head teacher.

We also use software and data that are the legal property of external organisations and which are acquired and used under contract or licence. 

4.2 Governing Board
The Governing Board has ultimate corporate responsibility for ensuring that the school complies with the legislative requirements relating to the use of IT systems and for disseminating policy on IT security and other IT related matters.  

In practice, the day-to-day responsibility for implementing these legislative requirements rests with the Head teacher.

4.3 Head teacher

The Head teacher is responsible for ensuring that the legislative requirements relating to the use of IT systems are met and that the school’s IT Security Policy, as may be amended from time to time, is adopted and maintained by the school.  He/she is also responsible for ensuring that any special IT security measures relating to the school’s IT facilities are applied and documented as an integral part of the Policy.  

In practice, the day to day functions should be delegated to the ‘System Manager’, who must be nominated in writing by the Head teacher. 
The Head teacher is also responsible for ensuring that the requirements of the General Data Protection Regulation(GDPR) are complied with fully by the school. This is represented by an on-going responsibility for ensuring that the :-

· registrations under the GDPR are up-to-date and cover all uses being made of personal data and
· registrations are observed with the school.

In addition, the Head teacher is responsible for ensuring that users of systems and data are familiar with the relevant aspects of the Policy and to ensure that the appropriate controls are in place for staff to comply with the Policy. This is particularly important with the increased use of computers and laptops at home. Staff should exercise extreme care in the use of personal data at home to ensure legislation is not contravened, in particular the GDPR
4.4 System Manager

The 'System Manager' is responsible for the school’s IT equipment, systems and data and will have direct control over these assets and their use, including responsibility for controlling access to these assets and for defining and documenting the requisite level of protection. The System Manager will be an employee of the school.   

Consequently, the System Manager will administer the practical aspects of IT protection and ensure that various functions are performed, such as maintaining the integrity of the data, producing the requisite back-up copies of data and protecting the physical access to systems and data.  

In line with these responsibilities, the System Manager will be the official point of contact for IT security issues and as such is responsible for notifying the Head teacher or Chair of Governors of any suspected or actual breach of IT security occurring within the school.  The Head teacher or Chair of Governors should ensure that details of the suspected or actual breach are recorded and made available to Internal Audit upon request. The Head teacher or Chair of Governors must advise Internal Audit of any suspected or actual breach of IT security pertaining to financial irregularity.

It is vital, therefore, that the System Manager is fully conversant with the IT Security Policy and maintains an up to date knowledge of best practice and follows the associated approved practices.

4.5 Internal Audit 

The LA’s Internal Audit Section is responsible for checking periodically that the measures prescribed in each school’s approved IT Security Policy are complied with, and for investigating any suspected or actual breaches of IT security.
4.6 Users

All users of the school’s IT systems and data must comply with the requirements of this IT Security Policy, the relevant rules of which are summarised the Acceptable Use Policy which is part of the E-Safety Policy
Users are responsible for notifying the System Manager of any suspected or actual breach of IT security.  In exceptional circumstances, users may report any such breach directly to the Head teacher, Chair of Governors or to Internal Audit.

5. The Legislation

5.1 Background

The responsibilities referred to in the previous sections recognise the requirements of the current legislation relating to the use of IT systems, which comprise principally of :-

· GDPR 2018
· Computer Misuse Act 1990;

· Copyright, Designs and Patents Act 1988

· The Telecommunications Act 1984 
It is important that all staff are aware that any infringement of the provisions of this legislation may result in disciplinary, civil and/or criminal action. 

The general requirements arising from these acts are described below.

5.2 GDPR 2018
Superseding the Data Protection Directive, the regulation contains provisions and requirements pertaining to the processing of personally identifiable information of individuals (formally called data subjects in the GDPR) inside the European Union, and applies to all enterprises, regardless of location, that are doing business with the European Economic Area. Business processes that handle personal data must be built with data protection by design and by default, meaning that personal data must be stored using pseudonymization or full anonymization, and use the highest-possible privacy settings by default, so that the data is not available publicly without explicit, informed consent, and cannot be used to identify a subject without additional information stored separately. No personal data may be processed unless it is done under a lawful basis specified by the regulation, or if the data controller or processor has received an unambiguous and individualized affirmation of consent from the data subject. The data subject has the right to revoke this consent at any time.
5.3 Computer Misuse Act 1990

Under the Computer Misuse Act 1990 the following are criminal offences, if undertaken intentionally:-

· Unauthorised access to a computer system or data;
· Unauthorised access preparatory to another criminal action;

· Unauthorised modification of a computer system or data.

All users must be given written notice that deliberate unauthorised use, alteration, or interference with a computer system or its software or data, whether proprietary or written ‘in-house’, will be regarded as a breach of school policy and may be treated as gross misconduct and that in some circumstances such a breach may also be a criminal offence.

5.4 Copyright, Designs and Patents Act 1988

The Copyright, Designs and Patents Act 1988 provides the legal basis for the protection of intellectual property which includes literary, dramatic, musical and artistic works. The definition of “literary work” covers computer programs and data.

Where computer programs and data are obtained from an external source they remain the property of the originator.  Our permission to use the programs or data will be governed by a formal agreement such as a contract or licence.

All copying of software is forbidden by the Act unless it is in accordance with the provisions of the Act and in compliance with the terms and conditions of the respective licence or contract. 

The System Manager is responsible for compiling and maintaining an inventory of all software held by the School and for checking it at least annually to ensure that software licences accord with installations. To ensure that we comply with the Copyright, Designs and Patents Act 1988 and in order to satisfy the County Council’s responsibilities as a corporate member of FAST (Federation Against Software Theft), users must get prior permission in writing from the System Manager before copying any software. 

All users must be given written notice that failure to comply with the provisions of the Act will be regarded as a breach of school policy and may be treated as gross misconduct and may also result in civil or criminal proceedings being taken. 
5.5 The Telecommunications Act 1984 and 2000
The Telecommunications Act 1984, section 43 makes it an offence to send 'by means of a public telecommunications system, a message or other matter that is grossly offensive or of an indecent, obscene or menacing character'.
The Telecommunications Regulations 2000 impose restrictions on the interception of communications such as e-mail.
 
6. Management of the Policy

The Head teacher should allocate sufficient resources each year to ensure the security of the school’s IT systems and to enable users to comply fully with the legal requirements and policies covered in this Policy. If insufficient resources are available to fully implement this policy, then the potential risks must be documented and reported to Governors.

Suitable training for all IT users and documentation to promote the proper use of IT systems will be provided.  Users will also be given adequate information on the policies, procedures and facilities to help safeguard these systems and related data. A record of the training provided through the school to each individual user will be maintained.

In addition, users will be made aware of the value and importance of such IT systems and data, particularly data of a confidential or sensitive nature, and be made aware of their personal responsibilities for IT security.

To help achieve these aims, the relevant parts of the IT Security Policy and any other information on the use of particular facilities and techniques to protect the systems or data will be disseminated to users.

The Head teacher must ensure that adequate procedures are established in respect of the IT security implications of personnel changes.  Suitable measures should be applied that provide for continuity of IT security when staff vacate or occupy a post.  These measures as a minimum must include:-

· a record that new staff have been issued with, have read the appropriate documentation relating to IT security, and have signed the list of rules; 

· a record of the access rights to systems granted to an individual user and their limitations on the use of the data in relation to the data protection registrations in place;

· a record that those rights have been amended or withdrawn due to a change to responsibilities or termination of employment;

7. Physical Security

7.1 Location Access

Adequate consideration should be given to the physical security of rooms containing IT equipment (including associated cabling). As far as practicable, only authorised persons should be admitted to rooms that contain servers or provide access to data. The server rooms should be locked when left unattended. Ideally,such rooms should have a minimum of key pad access. 

The System Manager must ensure appropriate arrangements are applied for the removal of any IT equipment from its normal location.  These arrangements should take into consideration the risks associated with the removal and the impact these risks might have.  

7.2 Equipment siting

Reasonable care must be taken in the siting of computer screens, keyboards, printers or other similar devices.  Wherever possible, and depending upon the sensitivity of the data, users should observe the following precautions:-

· devices are  positioned in such a way that information stored or being processed cannot be viewed by persons not authorised to know the information. Specific consideration should be given to the siting of devices on which confidential or sensitive information is processed or retrieved;

· equipment is sited to avoid environmental damage from causes such as dust & heat;

· users have been instructed to avoid leaving computers logged-on when unattended if unauthorised access to the data held can be gained.  Clear written instructions to this effect should be given to users;

· users have been instructed not to leave hard copies of sensitive data  unattended on desks;

The same rules apply to official equipment in use at a user’s home.

8. Inventory 

The Head teacher, in accordance with the School’s Financial Regulations, shall ensure that an inventory of all IT equipment (however financed) is maintained and all items accounted for at least annually.

9. System Security
The systems manager will ensure security features of all systems are kept up to date.
10. Legitimate Use

The school’s IT facilities must not be used in any way that breaks the law or breaches Local Authority standards.

Such breaches include, but are not limited to:-

· making, distributing or using unlicensed software or data;

· making or sending threatening, offensive, or harassing messages;

· creating, possessing or distributing obscene material;

· unauthorised private use of the school’s computer facilities.

11. Private Hardware & Software

Dangers can occur from the use of unlicensed software and software infected with a computer virus. It is therefore vital that any private software permitted to be used on the school’s equipment is acquired from a responsible source and is used strictly in accordance with the terms of the licence.  The use of all private hardware for school purposes must be approved by the System Manager. 

12. IT Security Facilities

The school’s IT systems and data will be protected using appropriate security arrangements outlined below. In addition consideration should also be given to including appropriate processing controls such as audit trails, input validation checks, control totals for output, reports on attempted unauthorised access, etc.  

12.1 Authorisation

Only persons authorised in writing by the System Manager, are allowed to use the school’s IT systems.  The authority given to use a system will be sufficient but not excessive and the authority given must not be exceeded.

Failure to establish the limits of any authorisation may result in the school being unable to use the sanctions of the Computer Misuse Act 1990.  Not only will it be difficult to demonstrate that a user has exceeded the authority given, it will also be difficult to show definitively who is authorised to use a computer system.

Access eligibility will be reviewed continually, including remote access for support.  In particular the relevant access capability will be removed when a person leaves the employment of the school.  In addition, access codes, user identification codes and authorisation rules will be reviewed whenever a user changes duties.  

Failure to change access eligibility and passwords will leave the IT systems vulnerable to misuse. 

12.3 Passwords 

The level of password control will be defined by the System Manager based on the value and sensitivity of the data involved, including the possible use of “time out” passwords where a terminal/PC is left unused for a defined period.  
Passwords for staff users should be changed at least termly and should not be re-used. They should be a minimum of 6 alphanumeric characters and not obviously guessable.
Passwords should be memorised. If an infrequently used password is written down it should be stored securely.

Passwords or screen saver protection should protect access to all IT systems, including “boot” passwords on PCs, particularly laptop/notebook PCs as they are highly portable and less physically secure. 

It is acknowledged that the use of ‘boot’ passwords may not be feasible on Curriculum systems.

A password must be changed if it is affected by a suspected or actual breach of security or if there is a possibility that such a breach could occur, such as:-

· when a password holder leaves the school or is transferred to another post;

· when a password may have become known to a person not entitled to know it.

The need to change one or more passwords will be determined by the risk of the security breach.

Users must not reveal their password to anyone, apart from authorised staff. Users who forget their password must request the System Manager issue a new password.  

Where a password to boot a PC or access an internal network is shared, users must take special care to ensure that it is not disclosed to any person who does not require access to the PC or network.

12.4 Backups

In order to ensure that our essential services and facilities are restored as quickly as possible following an IT system failure, back-up copies of stored data will be taken at regular intervals as determined by the System Manager, dependent upon the importance and quantity of the data concerned.

12.5 Virus Protection
The school will use appropriate Anti-virus software for all school IT systems. 
The school will ensure that every IT user is aware that any PC with a suspected or actual computer virus infection must be disconnected from the network and be reported immediately to the System Manager who must take appropriate action, including removing the source of infection.  

Any third-party laptops not normally connected to the school network must be checked by the System manager for virus’s and anti-virus software before being allowed to connect to the network.

 Teachers must take the necessary steps to ensure anti-virus protection software on their laptop is updated on a weekly basis as a minimum. 
12.6 Disposal of Waste

Disposal of waste IT media such as print-outs will be made with due regard to the sensitivity of the information they contain.  For example, paper will be shredded if any confidential information from it could be derived.

12.7 Disposal of Equipment

Prior to the transfer or disposal of any IT equipment the System Manager must ensure that any personal data or software is obliterated from the machine if the recipient organisation is not authorised to receive the data. Where the recipient organisation is authorised to receive the data, they must be made aware of the existence of any personal data to enable the requirements of the GDPR to be met. Normal write-off rules as stated in Financial Regulations apply. Any IT equipment must be disposed of in accordance with The Waste Electric and Electronic Equipment regulations. 
The GDPR requires that any personal data held on such a machine be destroyed.  
It is important to ensure that any copies of the software remaining on a machine being relinquished are legitimate.  Care should be taken to avoid infringing software and data copyright and licensing restrictions by supplying unlicensed copies of software inadvertently.

12.8 Repair of Equipment

If a machine, or its permanent storage (usually a disk drive), is required to be repaired by a third party the significance of any data held must be considered.  If data is particularly sensitive it must be removed from hard disks and stored on other media for subsequent reinstallation, if possible.The school will ensure that third parties are currently registered under the GDPR as personnel authorised to see data and as such are bound by the same rules as school staff in relation to not divulging the data or making any unauthorised use of it. 
12.9 Security Incidents

All suspected or actual breaches of IT security shall be reported to the System Manager or the Head teacher in their absence, who should ensure a speedy and effective response to be made to an IT security incident, including securing useable evidence of breaches and evidence of any weakness in existing security arrangements.  They must also establish the operational or financial requirements to restore the IT service quickly. 

The Audit Commission’s Survey of Computer Fraud and Abuse 1990 revealed that over 50% of incidents of IT misuse are uncovered accidentally. It is, therefore, important that users are given positive encouragement to be vigilant towards any suspicious event relating to IT use.

It should be recognised that the school and its officers may be open to a legal action for negligence if a person or organisation should suffer as a consequence of a breach of IT security within the school where insufficient action had been taken to resolve the breach.

13. Acceptable Use Policy 
This policy applies to all school staff, students and third parties who use either or both of these facilities.  The policy can be found in the appendix of the E-Safety Policy.
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